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EXECUTIVE SUMMARY

The data-driven nature of society today involves the collection of significant, if not copious, amounts of
information with the aims to share and re-use that data beyond the original purposes at collection. Not-
for-profit organizations and registered charities (collectively, “NFPs”) are beginning to recognize the value
of, and opportunities within, data especially in the social services sector. This paper presents the legal and
governance issues for, and obligations of, NFPs when trying to harness a particular data-focused opportu-

nity: the sharing and re-use of information beyond the service delivery directing collection.

When personal information or personal health information is collected, handled, used or disclosed, priva-
cy concerns arise and privacy legislation could be invoked. In Alberta, the three privacy-related statutes
are PIPA, the Health Information Act (HIA), and the Freedom of Information and Protection of Privacy
Act (FOIP). This paper details when each of these laws could apply for a NFP, as well as the best practices
dictated by these laws. Those best practices centre around ensuring reasonableness in the purposes for
identifying information collection, use and disclosure; exacting minimalist standards on information use
and disclosure; and ensuring the connection, unless legally exempt, between purposes and consent from
the individuals whom the information is about. The legal interpretations of reasonableness, use and dis-
closure are key to understanding privacy expectations of NFPs. This paper analyzes these interpretations

from the Office of the Information and Privacy Commissioner of Alberta orders from 2012-2017.

With respect to secondary use of data, intellectual property laws especially copyright and governance ex-
pectations around research-related secondary use are considered as they apply to NFPs. Copyright licens-
es represent one potential, but not always applicable, forum. Copyright protects the expression of an idea,
not the raw facts or data in that idea: so when sharing information at the variable-level copyright may
not apply outside of the data layout. Nonetheless, in theory and in practice by one NFP, open or managed
licensing agreements offer a mode of clarifying rights and obligations while making information available
for secondary use. Research ethics board are a critical legal tool in the secondary use of health information
in Alberta. They also act as an important safeguard for NFPs when attempting to manage access to data, as

demonstrated by the Medicins Sans Frontiere data sharing policy.
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NFPs currently fall into several legislative gaps with respect to secondary use of data including identifying
information. For example, privacy laws do not apply to duly incorporated NFPs carrying out non-commer-
cial activities, and research ethics boards are not obliged to review the planned secondary uses of data by
NFPs if there is neither university affiliation nor health information involved. Nevertheless, best practices
around data governance and privacy protection abound. Societal expectations, ethical practices, and con-
servative business approaches all demand that NFPs approach the secondary use of data from a legal and
governance perspective. Such a perspective demands the development of a data and privacy policy. Such a
policy should be formatted to include a vision statement that clearly links to recognized legal requirements
and international Fair Information principles, and which details the NFP’s expectations around the goals
of data sharing and the tensions to balance. The content of the policy should then describe the safeguards
in place, the access processes required for secondary use, and the monitoring processes for compliance.
Prioritization of consent, “need to know” directives, and reasonableness would promote compliance with

privacy laws. Roles and tasks could be enumerated to promote effective implementation.
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“The value of data lies in their use” M. The data-driven nature of society today confirms the extensive
implementation of this adage. Often this entails the collection of significant, if not copious, amounts of
information with the aims to share and re-use that data beyond the original purposes at collection. The
Government of Alberta has recognized the importance of information as “the lifeblood of social-based, cli-
ent service delivery, planning and policy” ?. Not-for-profit organizations and registered charities (collec-
tively, “NFPs”) are also beginning to recognize the value of, and opportunities within, data especially in the
social services sector [3-6]. This paper will present the legal and governance issues for, and obligations of,
NFPs when trying to harness a particular data-focused opportunity: the sharing and re-use of information
beyond the service delivery directing collection. The parties involved in these data-focused opportunities

could include the original NFP, other NFPs, researchers, and data repositories.

This paper consists of four sections. First, the background defines key terminology and delineates the gen-
eral views for and against NFPs collecting, storing and using information. Second, the legal perspectives
section considers the legal issues, obligations and limits that arise for NFPs in Alberta, Canada when they
collect, use, and disclose information. Third, industry current or best practices will be discussed to inform
how other NFPs have approached data governance. These current or best practices move beyond what is
addressed by the law when NFPs collect, use and disclose information. This governance perspective builds
on industry standards and best practices in Canada, and abroad, to demonstrate governance tactics and
experiences that are approved or lauded by the community. Finally, the paper concludes by summarizing
key recommendations for NFPs in Alberta, Canada that aim to maximize data-driven opportunities around

the collection, use and disclosure of information by NFPs amongst themselves.
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1. BACKGROUND

Before discussing the nuances of data-driven opportunities for NFPs, several key terms should be clari-

fied: particularly, NFPs, data and the facets of data-driven opportunities at the centre of this paper.

1.1 KEY TERMINOLOGY

NFPs include the following, as defined by relevant Alberta legislation:

¢ Nonprofit organizations are formed to promote art, science, religion, charity or other similar endeav
ours, or they may be formed solely for the purpose of promoting recreation for their members. They
are defined by, and governed under, the Companies Act .. This type of NFP can include business-like,

or business, activities in its operations.

e A society is an incorporated group of five or more people who share a common recreational, cultural,
scientific, or charitable interest. They are defined and regulated by the Societies Act [®l. This is the most
common, simplest and least-costly way to establish an NFP in Alberta. This type of NFP cannot engage in

any type of one-off, or ongoing, business activities.

e A charitable organization, whether incorporated or unincorporated, (i) is formed for a charitable pur-
pose; (ii) uses a fund-raising business; (iii) intends to or has in fact raise(d) more than $25000 in gross
contributions from solicitations to individuals in Alberta; and thus (iv) is required to be registered under

the Charitable Fund-raising Act !,

For all of these entities, the common thread is that people cannot form or use them to make personal fi-

nancial gain.

Data represents another key term that can be interpreted differently depending on context and stakehold-
ers. Some define data as simply “any type of information” [1!, In the research realm, the UK’s Medical Re-
search Council defined data as “qualitative or quantitative information created or collected in the course

of research. Sources may include experimental measurements, clinical measurements, observations and
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information obtained via survey questionnaires, interviews, non-research documents (for example, let-
ters) or focus groups (11" In the NFP realm, data and information have been particularly distinguished:
data is considered “raw values or facts... [which] can be qualitative or quantitative and can come in a va-
riety of forms”, while information is “made up of data... [which] has been processed or analyzed within a

context to make it useful” 21,

The Nonprofit Technology Network has surveyed NFPs regarding their relationship with data, or metrics
as they called it Bl. The data types discussed included (a) financial and internal operations data (e.g. ex-
penses, income and cash-on-hand, volunteer hours, staff training); (b) marketing, communications and
fundraising data (e.g. number of people added to NFP mailing list; number of new donors; number of
website visitors, Facebook comments and email opens); (c) tracking programs and outcomes (e.g. actual
financials vs. budget; attendance data; client demographics and geography; program participation; client/
constituent outcomes; client/constituent satisfaction surveys; client recidivism; longitudinal research);
and (d) external data (e.g. open government data that touches on the NFPs’ or their clients’ interests or
needs; government data about their specific clients (if possible given limitations); aggregate data from
other NFPs in the same or similar areas; individual-level data from other NFPs in the same or similar ar-

eas) Bl

Ultimately, data comes in various forms including text, images, video, sound or maps. Metadata represents
the “‘data about data’, [by] providing concise information about the content, quality, condition and other
characteristics of datasets 1" When all data from or about a defined group or study are collated, including
data derived from the originally-collected data and metadata about the collection, governance and inter-

pretation of those data, then that is termed the dataset [*,

Personal data or information represents a critically distinct subset of data, which is recognized as legally,
ethically and practically sensitive. Alberta’s Personal Information Protection Act (PIPA) defines “person-
al information” as “information about an identifiable individual” [**. Similarly recognized as sensitive is
“personal health information”, which is similarly enumerated in the provincial Health Information Act

(HIA) and the federal Personal Information Protection and Electronic Documents Act (PIPEDA); PIPEDA
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defines “personal health information” succinctly as relating to an individual, whether living or deceased,

and includes:

«
(a) information concerning the physical or mental health of the individual;

(b) information concerning any health service provided to the individual;

(c) information concerning the donation by the individual of any body part or any bodily
substance of the individual or information derived from the testing or examination of a body

part or bodily substance of the individual;

(d) information that is collected in the course of providing health services to the individual; or

(e) information that is collected incidentally to the provision of health services to the individual [,

Another categorization of data relates to level of availability: private, shared and open ™. Private data
is “currently held in the private domain, [and] ... is not publicly available or shared” [!%, Shared data is
“shared in a limited way, often to researchers or partners through data sharing agreements” ['2. Reposito-
ries represent centralized platforms wherein datasets are deposited and data sharing is managed. Open
data is “a resource that is made available to anyone with the skills and desire to use it” 2. To meet the
principles of openness, data must be “available under an open license; available in a convenient and mod-
ifiable form; machine-readable; accessible as a whole, with little or no cost associated with its use” 12,
Similarly, open data must not include individually-identifying information *\. This specific categorization

of data correlates directly with the types of opportunities data present.

1.2 NFPS & DATA OPPORTUNITIES

The Internet has altered the perceptions and use of information: it has facilitated the availability of a vast
amount of information, the speed at which it can be accessed, and the machine-readiness of the informa-
tion given its digital format Pl Internet and novel technologies have made it possible, and desirable, to
re-use and re-purpose data collected for one purpose for a different, secondary purpose. Government,

research funders and institutions, researchers, corporations, and NFPs are now all considering the avail-
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ability and opportunity of data. Secondary use of data is the term used to describe the reuse of data for
purposes outside of the original purpose at collection, as such it includes open data and data sharing

initiatives.

The secondary use of data, whether internal or external to the organization, could promote innovation
in the NFP sector by particularly advancing decision-making . A study of 12 NFPs demonstrated that
high-impact, successful organizations, amongst other things, used information to modify their tactics to
increase their success ['°. Data enables the measurement of financial and operational health of an organi-
zation, identifies problems, and measures organizational impact . Three effective ways to mobilize the
secondary use of data include understanding needs or issues better, improving operational effectiveness
(e.g. in service delivery or support functions), and improving understanding of results and impact ¢l
Two major trends noted for Canadian NFPs in 2016 include (a) novel technologies and data management
tactics to help NFPs maximize their impact and promote efficiency, and (b) greater reliance on shared

platforms and administrative outsourcing to weather a challenging economy ..

There are challenges for NFPs to harness the data for secondary use, both internal and external to their
organization. NFPs generally “lack a capacity for numeracy” .. Canadian researchers are far behind other
countries’ researchers regarding the study and improvement of domestic NFP sectors °l. Many are calling
on NFPs that produce their own data to collect and publish data in ways that facilitate reuse, with data
published in easier-to-use formats, in non-aggregated or non-summary form, with explicit permission for
reuse [*¢121. There are noted supply and demand issues that impede many NFPs from getting the most out
of their, or others’, data [*. Supply issues include various barriers to access of sensitive data: legal barriers
(e.g. the data is identifying); technical barriers (e.g. structure of databases and location of data); attitu-
dinal barriers (e.g. resistance to sharing data with NFPs or concerns regarding misuse overriding desire
to share); and resource-based barriers (e.g. lack of time, skills, and funds to create the requisite systems
and processes). Demand-related issues include lack of awareness of available data; lack of capacity or re-
sources to invest in data reuse; lack of capability to analyze data or understand results; lack of desire for
fear of potentially negative or disruptive results; and lack of incentives to overcome barriers to accessing

and using data ™¢. The circumstances for NFPs, in the UK and likely Canada, have been described as be-
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ing disincentives: “[t]he current environment - reduced funding, fierce competition for resources, more
results-related payments, and a readiness to criticize charities - creates an even greater aversion to risk,

which in turn is a disincentive to data use [*¢1”
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2. LEGAL PERSPECTIVES

To harness the opportunities in the secondary use of data, NFPs must consider the applicable legal ob-
ligations and rights, as laid out in legislation and case law. Secondary data use confers two crucial legal
perspectives: first, that of the data producer who originally collects information from data sources, and
second, that of the data accessor who aims to reuse information for a different, secondary purpose. With
both perspectives in mind, the driving legal question then becomes: how can NFPs participate in the sec-
ondary use of data that they collect? Three categories of legal issues address this question: (1) privacy

issues; and (2) intellectual property issues; and (3) governance issues.

2.1 PRIVACY ISSUES

When personal information or personal health information is collected, handled, used or disclosed, priva-
cy concerns arise and privacy legislation could be invoked. Privacy has been defined as the “right to be let
alone” and the “entitle[ment] to decide whether that which is his shall be given to the public” ). Activities
potentially harmful to privacy relate to information collection (including surveillance and interrogation),
information processing (including aggregation, identification, insecurity, secondary use, and exclusion),
information dissemination (including breach of confidentiality, disclosure, exposure accessibility, black-

mail, appropriation, and distortion), and invasion (including intrusion and decisional interference) 8.

Provincial and federal privacy legislation, as well as case law interpreting such legislation, has been devel-
oped to recognize privacy-related rights and to discourage and sanction activities harmful to privacy. In
Alberta, the three privacy-related statutes are PIPA, the Health Information Act (HIA), and the Freedom of
Information and Protection of Privacy Act (FOIP) [13, 19, 20]. Very generally, privacy and access issues in
Alberta’s private sector are covered by PIPA, those in Alberta’s public sector are covered by FOIP, and any
privacy and access issues relating to personal health information in Alberta is governed by the HIA. There
may be times when an organization attracts more than one piece of privacy legislation. Although highly
similar, there are distinctions between the three privacy statutes in Alberta. A general aide in determining

which privacy law to consider first, one must consider first the information: if it is personal health infor-
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mation, HIA applies. FOIP was formed to begin where HIA ends; so the second consideration is whether a
public body or its contractor is involved: if a public body is involved, examine FOIP to determine whether
that the public body role triggers FOIP provisions. If personal information is at issue, then look to PIPA
third to determine if any remaining activities have not been discussed or targeted by HIA or FOIP. That
said, in the following, I will first discuss the role of PIPA for NFPs as this would be the most common first
step in determining legal liability of provincial private sector organizations, including NFPs. I will then
turn to discussing HIA and FOIP provisions and applicability, which could be triggered based on the type

of professional employees or governmental contracts some NFPs may be involved with.

Canada’s PIPEDA is the federal legislation that governs the collection, use and disclosure of personal in-
formation by private sector organizations in all provinces except those with substantially similar privacy
legislation M. Alberta’s PIPA has been deemed substantially similar to PIPEDA, so PIPA would govern all
applicable private organizations within Alberta [?!?2, However, once a private organization transfers per-
sonal information into or out of Alberta, whether during collection, use or disclosure, that organization
may become subject to PIPEDA for the cross-border transfer of information %22, As will be discussed in
more detail below, when the structure or activity of an NFP triggers PIPA applicability, then where those
same structures or activities cross provincial borders out of Alberta, the information collected, used or
disclosed in those activities will be governed by PIPEDA ?'-221, Most critically, the exemption from PIPEDA
applies to Part 1, not Part 2 which pertains to electronic documents. Also, in practice, the key difference
for Alberta private organizations governed by PIPA is that if they act across boundaries to trigger PIPEDA,
then complaints and privacy breaches must be addressed or disclosed to, respectively, the Office of the
Privacy Commissioner of Canada not the Office of the Information and Privacy Commissioner of Alberta.
If the privacy-related issues relate to both provincial and cross-provincial activities, then both Commis-
sioners may be involved; with each dealing with the matter in their purview. Currently, the federal Privacy
Commissioner does not possess the same power to make orders, particularly fines, as the Alberta Privacy
Commissioner. Also, as will be discussed in detail below, PIPA contains exemptions for NFPs as long as ap-
propriately incorporated and for all non-commerecial activities, but PIPEDA applies to every organization

that collects, uses or discloses personal information in the course of commercial activities. Commercial
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activity is thus the threshold for all federal privacy law scrutiny. Private organizations otherwise subject
to provincial law are not subject to PIPEDA’s protection of employee personal information, which only

applies to employee personal information of federal works and undertakings.

Privacy legislation does not apply when the
personal information is no longer identifying
or potentially-identifying.

These privacy statutes have all been guided by the Fair Information Principles, originally espoused by
the Organization for Economic Co-operation and Development (OECD) in 1980 23I. These eight principles
call for the necessity of consent to lawfully collect, use and disclose personal information; for accuracy,
completeness and currency to characterize personal data collected; for purposes to direct personal data
consent, collection, use and disclosure; for appropriate security measures to safeguard the personal data
from risks; for transparency to permit individuals to see and correct the information collected about them;

and, for openness and accountability around fair data use by the data controllers %23,

Importantly, neither privacy legislation nor its incumbent obligations apply when the personal informa-
tion is no longer identifying or potentially-identifying, or when the individual about whom the informa-
tion is about consents to the activity in question. For example, Service Alberta specifically states that PIPA
“... does not apply to general information used to operate the business of the organization or to the use of
non-identifiable or aggregate information such as statistical information about groups of individuals” 2.
Historically, individuals and organizations have looked to anonymization and de-identification techniques
to circumvent the requirements of privacy legislation [?*. With advances in technology, some commenta-
tors question whether any information is truly unidentifiable as to avoid privacy laws ?*. Other commen-
tators argue that de-identification is a valid tool that preserves both privacy and utility and that meets the

reasonableness objectives in privacy legislation that call for privacy protection and the ability of organi-
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zations to utilize the data they collect for reasonable purposes 2> 2%, In either case, privacy, identifiability

and consent interrelate and will be discussed together.

Alberta’s PIPA governs the collection, use and disclosure of personal information and personal employee
information by private sector organizations in Alberta ['* 22, Personal information, as defined earlier, in-
cludes name, address, telephone number, email address, picture, as well as other information about the
person, their life and livelihood [** 221, Personal employee information refers to personal information about
a potential, current or former employee of an organization, that is “.. reasonably required by the organi-
zation for the purposes of (i) establishing, managing, or terminating an employment or volunteer-work
relationship, or (ii) managing a post-employment or post-volunteer-work relationship between the orga-
nization and the individual” *3. Every private organization within Alberta is subject to PIPA regarding all

personal information, unless exempted by PIPA itself [*3,

2.1.1 PIPA APPLICABILITY TO NFPS

An NFP is not automatically subject to PIPA, but rather becomes subject based on two key factors: the

method of incorporation and the activities conducted by the NFP [ 22],

Section 56 of PIPA particularly deals with the privacy legislation’s approach to non-profit organizations.
PIPA does not apply to any ‘non-profit organization’ (as defined by s. 56(1)(b) of PIPA), or personal infor-
mation in its custody and control, unless that non-profit organization is carrying out a commercial activity
[13.22]_A ‘non-profit organization’ has a narrow definition under PIPA to mean an organization that is (a) in-
corporated under the Societies Act, (b) incorporated under the Agricultural Societies Act, or (c) registered
under Part 9 of the Companies Act (s. 56(1)(b)) ™*22. An NFP that is not so duly incorporated is subject to

PIPA for the entirety of its activities.

An NFP that meets the PIPA non-profit incorporation exceptions could become subject to PIPA for the
personal information that is collected, used or disclosed by the organization in connection with “any com-
mercial activity” carried out by the NFP (s. 56(3)) [!*22], Personal information of employees or volunteers

of an NFP are not subject to PIPA U321, Any activities not commercial in nature would not be subject to
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PIPA for a ‘non-profit organization.

Section 56(1) of PIPA contains the following definition of “commercial activity”:

(i) Any transaction, act or conduct, or

(ii) Any regular course of conduct,

That is of a commercial character and, without restricting the generality of the foregoing, include the fol-

lowing:

(iii) the selling, bartering or leasing of membership lists or of donor or other fund-raising lists;

(iv) the operation of a private school or an early childhood services program as defined in the

School Act;

(v) the operation of a private college as defined by the Post-Secondary Learning Act [*3;

A 2013 decision of the OIPC proffers the most guidance around whether an NFP is conducting “commer-
cial activities” to trigger the responsibilities of PIPA 1?227], In this case, the Applicant requested access to
his personal information held by the Legal Aid Society of Alberta (LASA) and considered their response
incomplete ?71. The Applicant then complained to OIPC. The Adjudicator first considered whether PIPA ap-
plied to LASA. First, the Adjudicator recognized that the determination of whether a commercial activity
occurred will be on a case-by-case basis. Second, the mere exchange of a service for a fee does not in itself
indicate a commercial activity, rather PIPA intends to include trade or business-like activity. The Adjudi-
cator noted that “... PIPA is meant to apply to non-profit organizations that are carrying out activities as
though they are a business.” LASA could not be distinguished “from an operational or service standpoint”
from a private law practice when LASA assessed individuals for legal aid coverage, arranged for legal ser-
vices to be provided, and provided legal services (para. 33) 7. As such, LASA’s collection of personal in-

formation for these purposes was subject to PIPA.

For completeness, the following are a few further discussions in OIPC decisions related to the applicability
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of PIPA to NFPs and the commercial nature of the impugned activities. First, in the Lindsay Park Sports
Society case, the activity at issue was the placement of security cameras in the men’s locker rooms of the
Talisman Centre to address an increasing number of thefts and property damage in that location [?* 28],
The organization was incorporated under the Societies Act and thus deemed a “non-profit organization”
under PIPA, but it was found to collect personal information in connection to a commercial activity thus
triggering PIPA scrutiny. The factors that turned this determination included the charge of an admission
fee, and the primary motivation for the security cameras (and information collection) was for business

reasons (i.e. to decrease theft and property damage to maintain business) #2281,

Second, in the Canadian Skin Cancer Foundation case, the activity at issue was that information from a
Patient History form during a doctor’s visit led to solicitations from her doctor, the Canadian Skin Cancer
Foundation, and another entity that all shared a mailing list database despite the Complainant having opt-
ed out of the mailing list >2°. The OIPC Adjudicator found that the Foundation was a non-profit organiza-
tion appropriately incorporated under the Societies Act [2%2%, The OIPC Adjudicator considered whether
marketing and soliciting for fundraising was a commercial activity ?*2°. The OIPC Adjudicator deemed
that commercial activity could be a single act or a course of conduct that is of commercial character. The
Foundation’s fundraising was done to raise funds for charitable purposes and not for regular operations
or non-charitable purposes, and was distinct from the recognized commercial activity of selling member-
ship, donor or fundraising lists 2>2°. As such, the Foundation was deemed not subject to PIPA. And, finally,
in the Fairways Villas South Homeowners’ Association case, an appropriately incorporated NFP managed
and maintained the Fairways Villas lands for a monthly fee; it also sent emails to the Complainant regard-
ing lawn care and sprinkler testing [?*3%. Because the maintenance services were provided in exchange for
a monthly fee, the Homeowners’ Association was subject to PIPA for email disclosures as this was in direct

connection to a commercial activity 2239,

2.1.2 PIPA GENERAL OBLIGATIONS

The goal of PIPA is to balance a private sector organization’s needs to collect, use or disclose information

for reasonable purposes against the individual’s right to have their personal information protected 3.
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These goals are mirrored in HIA and FOIP. PIPA has delineated the standard of reasonableness to be “what
a reasonable person would consider appropriate in the circumstances” 3. The legal interpretation of the

terms “collect”, “use”, “disclose”, and “reasonable” are critical and will be discussed more fully below at

section 2.1.3; this section aims to

Only reasonable purposes and methods
of collection can be consented to.

solely overview the general obli-

gations under PIPA.

PIPA details individuals’ rights and private sector organizations’ obligations including the following:
“identifying the occasions when private sector organizations must obtain consent for the collection, use
and distribution of personal information; how consent must be obtained; how individuals may request ac-
cess to and correction of their personal information; how an organization must respond to an individual’s
request for access to information; how personal information must be protected; and when the Office of the
Information and Privacy Commissioner of Alberta (OIPC) can review complaints” ['*22], The details on PI-
PA-mandated procedures and processes for consent and personal information protection will be detailed

below in section 2.1.4 (best practices dictated by PIPA).

PIPA applies to personal information whether the information is recorded or not, but the rights of access
and correction only apply to recorded personal information ['*2!. PIPA does not apply to general informa-
tion used to operate a business, or to the use of non-identifiable or aggregate information (e.g. statistical
information about groups of individuals). Private-sector organizations subject to PIPA are responsible for
the personal information in their custody (e.g. in their offices, computers, storage devices, etc...) or control
(i.e. can decide how to use, disclose and store the personal information) % 21, With respect to collection,
use and disclosure of personal information, Table 1 broadly presents the key requirements that must be
met by a PIPA-regulated private-sector organization (note: this list is not exhaustive of all PIPA obliga-

tions).

Consent remains a crucial component to privacy protection laws: it provides a means for organizations
and individuals to agree amongst themselves about the appropriate collection, use and disclosure of per-

sonal information, especially when it may move beyond the general rubric of applicable privacy laws. Un-
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less PIPA specifically exempts, organizations must get informed consent to collect, use or disclose person-
al information ?!. In gathering consent, organizations must adequately inform individuals of the purpose
for information collection, as well as the proposed and potential uses, disclosures, storage and disposal of
the information 21, Only reasonable purposes and methods of collection can be consented to; an individ-
ual cannot consent to unreasonable collection of personal information, including any extra information

disclosed that is not needed for the purpose 21,

Entirety of original consent carry forward
to secondary organizations.

Consent can be express (written or verbal), implied (information is volunteered in reasonable and clear
circumstances), or opt-out ?!l. The features of opt-out consent include that organizations provide individ-
uals with the reasonable purpose of their need for personal information; with easy-to-understand notice
provided that consent will be imputed if they do not opt-out; with a reasonable window and chance to
say no and opt-out; and with assurance that the personal information is not so sensitive that it would be
unreasonable to use an opt-out form [2!1. Unless a legal duty or obligation would be hindered, an individual
can change or withdraw consent by giving the organization reasonable notice (s. 9) [** 1. Individuals can
place reasonable terms and conditions on their consent, such as limiting the types of uses that would be
permitted under the consent and those that would not 2!, Importantly, s. 8(2.1) of PIPA indicates that if
an individual consents to disclosure of personal information about the individual by one organization to
another organization for a particular purpose, then the individual is deemed to consent to the collection,
use or disclosure of the personal information for the particular purpose by that other organization 3.
Hence, the entirety of the original consent can carry forward to secondary organizations (including repos-

itories or other NFPS, for example) when collected appropriately by the first organization. All organiza-
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tions are limited by the particular purpose, the reasonableness of that purpose, and the limit of using the
minimal amount of personal information necessary to reach that purpose. The consequences of altered or
withdrawn consent should be explained to the individual, such as implications to the service or product
delivery provided by the organization or NFP. Conversely, s. 12 of PIPA is clear that an organization cannot
collect personal information about an individual from someone other than that individual without the
individual’s consent, unless that information could have been collected without consent anyways (i.e. fits
under consent exemptions from ss. 13, 15 or 22). This requirement would not apply in cases where the
other individual does not possess the capacity to consent (e.g. children), in which case the person who is
legally able to provide consent can provide the information about them. Consent to collect, use or disclose
personal information cannot be a condition for an organization to supply an individual with a product or

service, if the information at issue is beyond that necessary to supply the product or service.

PIPA delimits the process for access to, and correction of, personal information held by a private-sector or-
ganization [* 21, With few exceptions, organizations must facilitate individuals’ access to their own infor-
mation and must respond openly, completely, accurately and in a timely manner. Generally, when personal
information in a record that is in the custody or under the control of an organization, then the individual
has the right to ask for access to it ['* 21l. Personal information is under the control of an organization if
the organization’s decision-making power applies to how to use, disclose and store the information, how
long to keep it, and how to dispose of it ?!l. Personal information is in the custody of the organization if
the personal information is kept in the organization’s offices, facilities, file cabinets, computers, etc... ?1l.
PIPA’s governance of the exercise of an individual’s general right of access to their information is detailed

in Table 2.

When information collected by one organization is sent to another business for processing or storage,
but the information’s use, disclosure and storage remain in the purview of the original, collecting organi-
zation, then the information remains under the control of the first collecting organization ?!. The obliga-
tions under PIPA, including privacy protection and information access facilitation, remain with the first,
originally collecting organization ?!I. This introduces an obligation to ensure that the second organization

protects the information in the same way as the law requires and as the original organization should do
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(211, Service Alberta indicates that “the other [second] business will still be responsible for ensuring its own
compliance with the Act” 211, With regards to information access requests, the original organization thus
retains their obligation to meet information access requests. The nature of the agreements between these

two parties could elaborate the access request process to include the second other business.

Complaints to OIPC can come from individuals when they think that their personal information has been
inappropriately collected, used or disclosed by a private organization in Alberta (PIPA), by a public body
(FOIP), or a health information custodian (HIA), or when their request for access to information has not
been properly addressed by said applicable entity in Alberta [** 22, Investigations and orders around com-
plaints connected to PIPA, HIA, and FOIP are in the purview of the OIPC. Where none of these pieces of
legislation clearly apply but an information or privacy issue is at stake, or where it unclear which or any
of the Albertan privacy legislation applies, it would be prudent to turn to OIPC for a determination of legal
obligations that do apply related to information privacy. If the issue at hand does not relate to information,
data or privacy, then OIPC would not likely have a role. The OIPC website and the Service Alberta web-

site offer guides and pamphlets to assist organizations to understand and comply with PIPA. If a privacy

Obligations under PIPA, remain with the first,
originally-collecting organization.

breach occurs but it involves an organization that is not within the purview of any Canadian privacy laws,
then the party could attempt a private civil lawsuit arguing a breach of privacy, which would require sev-
eral things including proof of harm caused by the data breach and a relationship of responsibility between

the individual and the organization.

Failure to comply with PIPA can lead to a complaint by an individual, which could lead to review, inquiry

and possibly an order by OIPC. Once a final order is pronounced (and there is no further right of appeal),
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an organization has 50 days to comply (s. 54(1) PIPA) 3. Beyond the costs of compliance with an order
(and the incurred costs of defending against a complaint), an organization could be liable to the com-
plainant for damages for loss or injury that results from the breach (s. 60(1) PIPA). If an organization
has contravened PIPA and been found guilty of such an infraction, then the organization can be liable for
fines of up to $10000 in the case of an individual, and up to $100000 in the case of a person other than
an individual (e.g. corporation) (s. 59(2) PIPA). Importantly, as stated above, these fines are not currently
available to the Federal Privacy Commissioner to impose. There is also the risk that an OIPC complaint or

order could lead to negative publicity for an NFP and reputational losses in the long-term 22,

2.1.3 PRIVACY-RELATED LEGALINTERPRETATIONS OF “REASONABLE”, “USE”

AND “DISCLOSURE”

Privacy law encompasses not only the stipulated statutes and regulations, but also the legal interpreta-
tions of those statutes and regulations by judges in courts and by adjudicators at OIPC. This case law and
adjudicative decisions, respectively, provide further information and obligation around the legal rights of

individuals and the legal responsibilities of private-sector organizations.

Three terms used and relied upon heavily in PIPA that require more illumination via legal interpretation

include “reasonable”, “use” and “disclose/disclosure.” These terms set out what activities are permissible

for PIPA-applicable organizations.

Service Alberta has provided a plain language guide for small businesses and organizations around how
to approach and meet the requirements of PIPA 2!, Service Alberta has elaborated the “what is reason-
able” test from PIPA as “what a reasonable person would think is appropriate in the situation” 2!l This
is the question posed when considering the reasonableness of many activities permitted under PIPA. For
example, the reasonableness must be assessed of the purpose in collecting personal information, of any
implied consent, of the development and implementation of organizational privacy policies, and of the use

or disclosure activity involving the personal information.

In the interpretation of “reasonable” in PIPA, there is direction from the highest court in Alberta, the Alber-
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ta Court of Appeal, from the 2011 decision of Leon’s Furniture Ltd. v. OIPC: “PIPA balances two competing
values: the right to protect personal information and the need to use that same information. In balancing
these values, PIPA employs the standard of reasonableness, allowing PIPA to be flexible for small- and
medium- sized businesses. Both of these values must be balanced and neither can be given more weight
than the other, as that may lead to an unreasonable result” V. Another legal analysis has suggested that
promoting service and sector efficiency and effectiveness would be a reasonable purpose for a private

sector organization, including NFP [22],

Service Alberta distinguished “use” and “disclosure” as follows:

“Using personal information usually means using it internally to carry out the organization’s pur-
poses. These include providing a product or service or evaluating whether an individual is eligible
for a discount. Normally, an organization or its contractors use information within the organiza-
tion. It would be valid for a shipping department to use customer information that was collected by

the billing department.

Disclosing personal information means showing, sending, telling or giving some other organiza-
tion or individual the personal information in question. Information is disclosed externally when
provided outside the organization. To continue the example above, providing the customer’s name
and address when requested by Canada Revenue Agency would be a valid disclosure of personal

information.” (21

The Service Alberta guidance would be highly persuasive alone in the legal interpretation of these terms
by a judge or OIPC adjudicator. Importantly, it seems “use” and “disclose” are demarcated by an internal
versus external barrier. It would suggest that an NFP that conducts secondary use of personal information
for purposes and activities that are wholly internal to that NFP or organization would fall under PIPA for
“use”-related provisions and limits. “Use” would seem to cover the activities of contractors external to an
organization, but acting for that organization and the various departments of a multi-departmental orga-
nization. Meanwhile, an NFP or organization that conducts or permits secondary use of personal informa-

tion alongside or by an entity completely external to the NFP or organization would fall under PIPA for
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“disclose”-related provisions and delimits. It would be likely that the sharing of NFP data between distinct
NFPs or with an external data repository, without any contractor-style agreement amongst them, would

be considered “disclosure” under OIPC.

Further understanding on the legal interpretation and approach to appropriate “use” and “disclosure”
under Alberta’s privacy legislation (whether PIPA, FOIP or HIA) can be garnered by examining the OIPC
adjudication decisions themselves. The online OIPC adjudicative decisions database was hand-searched
using the following inclusion criteria: (1) decision issued in last five years (2012-2015); (2) issues do not
solely consider complaints around requests for information access or correction; and (3) adjudicator con-
siders issues related to “use” or “disclosure” of information. Table 3 provides a detailed analysis of the 36
included OIPC adjudicative decisions, with an emphasis on determining what is considered appropriate

and allowable “use” and “disclosure”, and what is not.

Several key findings can be surmised from this analysis. First, generally, the legal approach to issues of
“collection” and “use” are determined together, while “disclosure” is interpreted separately while being
highly informed from the legal analysis of “collection” and “use.” Second, with respect to complaints, OIPC
examines collections, uses, and disclosures of personal information very specifically and very broadly. The
findings do not turn on, or consider, the possible negative impact of the disclosure (or collection or use).
Such impact is not a consideration of whether the disclosure was authorized or not. Similarly, personal
information is “used” when it is available for consideration, not in the narrower circumstance of being giv-
en any, little, lots or no weight in a determination; information does not have to be relied upon to be used.
“Disclosure” occurs when someone external to the necessary parties could view the personal information;

whether they actually viewed such information does not impact the “disclosure” analysis.

Third, PIPA and FOIP are distinguishable not only for the entities that they govern. These two Acts have
different purposes and PIPA’s definition of “personal information” is considered much broader than that
of FOIP because PIPA’s definition is simply “information about an identifiable individual.” While PIPA aims
to balance personal privacy with organizational activities, FOIP carries an additional aim to promote the

transparency and accountability of public bodies. FOIP provides a list of types of identifiable information,
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thus information must be listed or be qualitatively similar to the enumerated to be considered identifiable
information. “Personal information” that triggers privacy legislation scrutiny and protection turns on the
term “about”; information that is related to someone is not necessarily about them. “About” is a highly
significant restrictive modifier, while “related” is narrower; information associated with someone or their
activities is connected to them but is not necessarily “about” them under privacy laws. It is important to
remember that as technologies and society evolves, the scope of what constitutes personal information, or

not, is similarly dynamic. The list of

The three key, interrelated factors: identifiers is continually growing,

consent, purpose, and reasonableness. [ and this is recognized in law, by

courts and the OIPC.

Fourth, the three key, interrelated factors that should guide organizations in their collection, use and dis-
closure of information are consent, purpose, and reasonableness. There should be a reasonable purpose
in collecting the information; there should be consent or statutory exemption to consent that is connected
to the reasonable purpose; the information should only be used and disclosed to extent necessary to meet
that reasonable purpose; the connections between purposes and activities should be reasonable and di-
rect. Where an organization has no authority to collect and use particular personal information, then it
necessarily has neither a reasonable purpose for such information collection and use nor the possibility of
collecting or using that information to a reasonable extent. Where use or disclosure of personal informa-
tion is examined relative to the proviso of only to the extent necessary to meet the previously-established
reasonable purpose, the critical term is extent and it should be the minimal extent required to reasonably
meet the reasonable purpose. The minimal amount of personal information should be used or disclosed
(even if authorized to collect more). As will be discussed again below, the HIA dictates that custodians
should only collect, use or disclose “individually identifying health information” after considering whether
aggregate or other non-identifying health information would adequately achieve the intended purpose *2.
This adage appears to be applied by OIPC Adjudicators when considering use and disclosure of personal
information covered by PIPA and FOIP. The parties both internal or external to the organization or the

organization’s impugned activity should be the minimal number and type of parties necessary. Everyone
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should be on a “need to know” basis or assessment: Does each party who could view, examine, or interpret

the personal information reasonably need to know that facet of personal information?

Fifth, databases contain a wealth of personal information and should be safeguarded appropriately, from
nefarious, rogue and negligent infringements of privacy protection laws. Access to information in data-
bases, and the reasons for such accesses, should be appropriately logged; and all parties who do, or could,
partake in such accesses should be properly trained in privacy protection requirements and monitored

for compliance.

Sixth, contracted employees of public bodies can be considered employees for the purposes of FOIP and
bring FOIP scrutiny to their activities, especially where they perform functions of, and on behalf of, the

public body.

Finally, privacy protection laws do not aim to limit information exchange with anonymity provisos around
service delivery itself; but do aim to put limits, constraints and safeguards beyond the point of care. This
may translate to NFPs that any initial point of care and service delivery involves information collection as

necessary; but any secondary use of information must involve the highest degree of anonymity possible.

2.1.4 BEST PRACTICES DICTATED BY PIPA

NFPs engaged in non-commercial activities are not legally bound by PIPA requirements. It is, however,
highly recommended that NFPs should adhere to PIPA’s guidelines and best practices such as instituting
a privacy policy; appointing a privacy officer to ensure compliance with the policy; ensuring consent is
obtained from individuals for the collection, use and disclosure of personal information; ensuring the pur-
poses of information collection, use and disclosure are clear and reasonable; and, ensuring the adequate
security of information collected and stored. It has been argued that adhering to PIPA would not pres-
ent a significant cost to organizations; would avoid the inefficiency of carrying out different information
handling procedures when an NFP carries out some commercial activities (triggering PIPA) and some
non-commercial activities (not covered by PIPA); and would limit the risk of negative publicity and lost

public trust related to personal information complaints (to OIPC or to the media simply) 221,
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Section 2.1.1 above presents the general obligations for information handling procedures by PIPA. Table 4
summarizes and supplements that section to act as a reference for NFPs of the best practices dictated by
PIPA; this along with Table 1 should provide NFPs with a fair understanding of the activities to follow in

order to be compliant with the tenets and requirements of PIPA.
2.1.5 FOIP & HIA CONSIDERATIONS

Although PIPA remains the primary legislation denoting the privacy and consent obligations for NFPs
around the collection, use and disclosure of personal information, there may be some NFPs by virtue of
their activities or alliances that fall under other Alberta privacy laws, particularly FOIP and HIA. As stated
above, fair information principles guide all privacy legislation in Alberta, the rest of Canada and all other
countries. A privacy-conservative NFP that follows the PIPA requirements should feel relatively confident
in their collection, use and disclosure of personal information. In what follows, a more considered analysis
is provided regarding the triggers of HIA and FOIP applicability and the limits of their jurisdiction, as well

as any notable (but not exhaustive) distinctions from the previously discussed PIPA.
2.1.5.1 FOIP APPLICABILITY

First, NFPs working with a public body should consider the privacy and information-handling require-
ments of FOIP 22, [n some cases, an NFP will work with a public body via contract, in which case the

public body will likely retain control of any re-

The contractual terms should
reflect the legislative
requirements of FOIP.

cords and FOIP would apply to all records 2122,
The contractual terms should reflect the legisla-
tive requirements of FOIP. The Alberta Privacy
Commissioner has criticized the gap in protection when public bodies work with NFPs that are not subject
to privacy legislation (i.e. in their non-commercial activities) [?2. The Alberta Privacy Commissioner has
recommended that FOIP be amended so that when public bodies and NFPs are sharing personal informa-
tion as partners in cross-sectoral initiatives, the public bodies are responsible for the collection, use and

disclosure and protection of that personal information by the NFP [22],
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Second, the HIA could be triggered when NFPs collaborate with or employ HIA custodians. Four criteria
trigger HIA: a custodian collects, uses or discloses health information; the information at issue meets the
definition of personal health information; the collection, use or disclosure relates to the provision of a
health service; and the health information is recorded 2. Importantly, when the information at issue falls
under FOIP or HIA, then that respective Act would apply, not PIPA [** 21, For example, when a government
department discloses personal information to a contractor carrying out work for that department, FOIP
applies to the information (and thus the directly-related activities of the contractor) 2. Similarly, FOIP
has been clearly considered to begin where HIA ends. An organization could be subject to more than one

privacy legislation.

FOIP was created to promote an open and transparent government alongside the promotion of appro-

priate stewardship of personal information to which the government is privy during its public functions.

FOIP was created to promote an open and transparent
government alongside the promotion of appropriate
stewardship of personal information.

In this way, it differs from PIPA and HIA, whose language and purpose is much more towards protecting
individuals’ identifying information in a reasonable balance with the needs of private-sector organizations
and health services delivery professions and organizations to realize their delivery of goods and services.
PIPA and HIA focus on ensuring individuals have access to information about themselves held by organiza-
tions or custodians, while FOIP considers individuals access to information held about public bodies and

programs in addition to individual-level information about themselves.
2.1.5.2 HIA APPLICABILITY

The HIA, which limits the collection, use and disclosure of health information, applies to “custodians” of
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“health information” and to their “affiliates” [2*32, The three highlighted terms demarcate the extent of HIA

applicability.

A “custodian” is defined in s. 1(1)(f) of the HIA to include the operators of the majority of organizations
and entities that provide health services in Alberta, such as the board of an approved hospital; the oper-
ator of a nursing home; an ambulance operator; a provincial health board; a regional health authority; a
subsidiary health corporation; any board, council, committee, commission, panel or agency created by a
listed custodian or designated in the regulations; a licensed pharmacy; as well as the Department and the
Minister . In addition, a “custodian” includes a health services provider designated by the regulations to
include professionally licensed and regulated pharmacists, optometrists, opticians, chiropractors, physi-

cians, midwives, podiatrists, denturists, dentists, dental hygienists, and nurses 3% 33,

Section 1(1)(a) of the HIA defines “affiliates” to include custodian’s employees; those with contractual,
volunteer, appointee or student relationships with the custodian; health services providers exercising the
right to admit and treat patients at a hospital; an information manager; and, any person designated under
the regulations as an affiliate 2. Importantly, custodians are not defined to include all individuals or enti-
ties that may collect or use health information in the course of their work 1321, Rather, custodians are those
individuals and entities that are viewed to be, and are positioned to be, trusted “gatekeepers” of an indi-
viduals’ health information. They can be trusted because of their public foundation or their professional
membership and role; mostly, they can be trusted because there is a level of accountability and compliance

to HIA attached to their roles.

The applicability of the HIA to NFPs, thus, hinges on whether the NFP is legally included as a “custodian”
or its “affiliate.” Unlike with PIPA, there is no exception or delimitation of applicability of HIA to NFPs.
Many enumerated custodians could be NFPs due to their incorporation or charitable status (e.g. hospital
or nursing home operators such as Covenant Health). The HIA would come into effect when a listed health
services provider provides a health service while working for an NFP, even if the NFP does not fit within
the custodian definition in and of itself. Similarly, if an NFP enters into a contractual, volunteer or other

collaborative relationship with an enumerated custodian, then the NFP would be deemed an affiliate and
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thus bound by the rules for the collection, use and disclosure of health information.

Because they are not defined as health services providers equal to custodians in the HIA, allied health
professionals such as psychologists, social workers, physical therapists, occupational therapists, and re-
spiratory therapists must consider their employment context, contractual relations, and governmental
relations to determine whether the HIA applies. Importantly, many of these allied health professionals are
employed by NFPs to deliver services; thus, NFPs must also be aware of when HIA scrutiny and obligations
are attracted. If an allied health professional is employed by an NFP, and that NFP is neither a custodian
nor an affiliate of a custodian, then the information collected, used or disclosed about an individual (even
if it is individually identifying health information) would not trigger the HIA (although PIPA could be
triggered). A specifically enumerated example to HIA in this area relates to psychologists who work for
a Director of the Child, Youth and Family Enhancement Act, their work and particularly any assessments
that they conduct are not considered health services and considered exempt to the consent requirements

of the HIA.

“Health information” is the other major determinative factor in assessing HIA applicability. Any and all of
two types of information are included in “health information”: “diagnostic, treatment and care informa-
tion” (s. 1(1)(i)) and “registration information” (s. 1(1)(u)) ?°l. The former is broadly information about an
individual’s health and health services provided to the individual, while the latter includes six categories
including specified demographic information about an individual collected during provision of health ser-
vices (e.g. address, billing information). Importantly, it is the context of provision of health services that

» o«

trigger the HIA protections and limitations around “health information.” “Diagnostic, treatment and care
information” is deemed the most sensitive information about an individual, and thus the most stringent

rules apply to this information. Table 4 provides details which categories of information are included in

these two types of health information.

If, or once, HIA applicability (or the possibility of its applicability) is determined, then one must consider
what activities are permitted, restricted or banned by the HIA as related to the collection, use and disclo-

sure of health information.
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2.1.5.3 HIA, CONSENT & DISCRETIONARY DISCLOSURE

Rather than dictate all the HIA requirements herein, the following will focus on the key and notable re-
quirements of HIA in the context of fair information principles, the recognized sensitivity of health infor-

mation, and the approaches to privacy protection brought along by PIPA and FOIP.

The HIA is clear that personal health numbers are protected as is health information 2% 321, Also, individu-
als have right to access their own health information, to ask for corrections to be considered; and to know
why it is being collected ?*32.. There are limits to collection, use and disclosure of health information; and

one must always use the least amount of information at highest degree of anonymity (ss. 57, 58) [20:32,

As stated earlier, custodians are ex-

“Non-identifying health information”
is information from which identity
cannot be readily ascertained.

pected to first consider whether the
collection, use or disclosure of “ag-
gregate health information” would
be adequate for the intended purpose; if adequate, only aggregate health information should be collected,
used or disclosed %32, “Aggregate health information” means non-identifying health information about
groups of individuals with common characteristics 232\ Such information is generally statistical informa-
tion of the type that is virtually impossible to identify to the single individual, unless the cell or sample size

is very small (< 10) [20:32,

If aggregate health information is not adequate for the intended purpose, the custodian must then con-
sider other “non-identifying health information” and whether it would be adequate for the intended pur-
pose 29321 “Non-identifying health information” is defined as information from which the identity of the
individual who is the subject of the information cannot be readily ascertained from the information 2% 321,
Removing an individuals’ name and personal identifiers before information is disclosed and by not pro-
viding other contextual information, information can be essentially anonymous or non-identifying 12321, If

such information would suffice, only that should be made use of [2%32],

Only when aggregate and other non-identifying health information is inadequate for the intended pur-
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pose, can the custodian collect, use or disclose individually identifying health information, but only if such
activity is authorized by HIA and if such activity is carried out according to the HIA 2% 321, “Individually
identifying health information” means that the identity of the individual who is the subject of the informa-
tion can be readily ascertained from the information (e.g. name, address, birthdate, full postal code etc...)

[20.32] “Readily ascertained” is also defined in the HIA to mean “the identity of an individual (e.g the indi-

Allowing a case-by-case assessment of purposes would
ensure the minimal necessary information is collected,
used, and disclosed.

vidual’s name or other identifiers or distinguishing characteristics associated with an individual) can be
determined or deduced without having to apply a sophisticated technical method or process, or without

having any particularly technical expertise to do so [2% 321,

This guidance on the order of consideration in the collection, use and disclosure of personal health in-
formation is crucial to all custodians under the HIA, and provides a rubric for all organizations to follow
the minimal extent of collection, use and disclosure of personal information dictated by PIPA and FOIP. It
would be a crucial consideration for all NFPs when determining what data to make available for secondary
use and how. Allowing a case-by-case assessment of purposes for the activity involving the information
(e.g. through controlled access by the NFP or a repository) would ensure the minimal necessary informa-
tion is collected, used and disclosed (with collection historically having a bit more lee-way regarding what

is minimally necessary, for public bodies at least).

Custodians, a term unique to the HIA, can collect, use and disclose non-identifying information for any
purpose, whether it is anonymized health information or aggregate information %32, As with other pri-
vacy legislation, the legal limitations come to bear on the individually identifying health information.

Here, as always, purpose matters 2% 32, Only those purposes authorized under s. 27 sanction custodians
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to collect and use individually identifying health information, including providing health services to the
individual; determining eligibility for services under Alberta Health Care Insurance Plan; and conducting
investigations or practice reviews of health professionals 2% 32, The Minister, the Department and AHS
may use individually identifying health information for planning and resource allocation; health system
management; public health surveillance; health policy development, for within geographic area they have

jurisdiction (20321,

The principles of highest degree of anonymity does not strictly apply to the collection, use or disclosure
of health information when using this information for the purpose of providing “health services” or for
determining or verifying the eligibility of an individual to receive a “health service” 2*32. Privacy laws do
not aim to limit information exchange with anonymity provisos around service delivery itself; but do aim
to put constraints and safeguards beyond the point of care. This may translate to NFPs that any initial
point of care and service delivery involves information collection as necessary; but any secondary use of

information must involve the highest degree of anonymity possible.

Generally, an individual’s consent is needed before disclosure of individually identifying health informa-
tion (s. 34 HIA) 232, However, HIA is not as primarily consent-driven as PIPA; custodians possess a signif-
icant ability to collect, use and disclose health information without consent. Exceptions to consent (ss. 35,

37.1,37.3, 38,39 40, 46, and 47) relate to legally approved discretionary disclosure ?*32. Custodians can

Activity in question must be research to
require REB scrutiny before conduct.

disclose individually identifying diagnostic, treatment and care information without individual consent
to specific persons and for specific purposes listed in the legislation and regulations 2% 32, These discre-

tionary disclosures include to another custodian for s. 27 purpose; to the person responsible for giving
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continuing care to the individual; to family members or others with a close personal relationship, unless
the individual expressly requests that family and friends not be informed; and, to police to prevent or limit

fraud or abuse of health services or to protect public health and safety 2032,

The HIA permits individually identifying health information (both diagnostic and registration categories)
to be disclosed for research purposes by a custodian, without consent, under Part 5, Div 3 conditions [2*
321, Those conditions include a research proposal assessed by a research ethics board (REB) designated
by Minister; the researcher must agree to comply with conditions in s. 53 (i.e. meet the conditions of the
custodian for access; obtain consent from participants if demanded by the REB); and the researcher must

enter into agreement with custodian (s. 54 conditions) (20321,

Data management, in health information and elsewhere, is crucial to good data governance and for com-
pliance with privacy laws. Custodians must enter into agreements with information managers to assist
in the appropriate care and storage of the information under its control. Section 66 of the HIA defines
an “information manager” as “a person or body that (a) processes, stores, retrieves or disposes of health
information, (b) in accordance with the regulations, strips, encodes or otherwise transforms individually
identifying health information to create non-identifying health information, or (c) provides information
management or information technology services” 1?*3%. A written agreement between the custodian and
the information manager must be entered into to ensure privacy protections and compliance with HIA 2%
321, When those agreements are in place, consent of the individuals who are the subjects of the information
is not required, for the purposes authorized by the agreement. The purpose of the agreement dictates
what the information manager may do with the health information %32, As with other affiliations and

contracts, the custodian continues to be responsible for HIA compliance regarding the information [2% 321,

2.2 INTELLECTUAL PROPERTY ISSUES

Intellectual property (IP) issues are separate from privacy and national security issues 4. Intellectual
property falls under federal or national jurisdiction; thus, while inter-provincial activities are covered
by the same IP laws, international ones may not *. Because IP law covers important ownership, usage

and manipulation rights of particular forms of information, it represents an important component to any
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discussion on secondary use of data. As will be demonstrated, it is an important but very limited legal

obligation and right in Canada regarding secondary use.

In IP, just as in other key legal arenas including privacy law, permission is key . If a data source (e.g.
researcher, repository, NFP) gives permission to reuse data and one’s intended use fits within scope of
the permission, the permission provides the legal basis for data reuse and potential IP-based barriers are
removed 4. But, if intellectual property or other legal rights on original data remain, the secondary user
or NFP must not infringe on those. This presents legal uncertainty of when, where and how these other
rights from the original data will play out B*. Primary data sources need to clearly determine the scope
of the permission granted downstream when making “their” data available. The rights that may apply to
research or NFP data include trade secrets (confidential information), copyrights and the special database
rights established in only EU member countries, Mexico and South Korea (and which apply only to data-

bases created or maintained in their borders) B4,

Trade secrets are proprietary or confidential information B*. According to international standards, na-
tional laws treat information as a trade secret if it derives economic value from not being generally known
or readily ascertainable, so long as the information has been subject to reasonable measures to keep it
secret ¥, Most research data, and likely NFP data, meet this definition, at least in the early stages of
collection and generation . Public disclosure of information removes any associated trade secret pro-
tection 4. Thus, data sharing or publication would remove trade secrets in research data 4. This could
be an issue for NFPs or other private sector organizations that have taken reasonable steps to keep some
information secret, while also taking part in secondary use. If this is a concern, the NFP should provide
for the management of trade secrets in their agreement’s terms including timing and scope of information
disclosure. Discussions should occur early and often at the agreement negotiation stage, and not at later

times of publication or dissemination tactics 3.

Copyright grants author(s) of an original work the exclusive rights to reproduce the work, to publicly
distribute copies, to publicly display, publicly perform, or otherwise communicate the work to the pub-

lic, and to make adaptations of the work 4. Copyright only becomes an issue for secondary data use if it
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is likely or plausible that the creator, owner or repository in which data resides is likely to seek to limit
copying, distribution or other reuses of the data *. Copyright imposes no restrictions on sharing of the
basic building blocks of knowledge (i.e. facts and ideas), which are part of the public domain and which
make a lot of the data at issue in secondary use discussions ¥, Raw observations and experimental data
are “facts” for copyright purposes and are free to be shared and reused without copyright restriction 3*.
Copyright applies to original works of authorship as an author makes creative or editorial decisions about
how ideas and facts are expressed *¥. Separate copyrights attach to data items, organizational structures
and metadata . In this way, copyright can sit on some but not all levels or layers of a work; the layers
that involve expressive choice generally trigger copyright protection %. Tables or figures are likely copy-
rightable; copying a whole dataset will involve copying the copyrighted layer B3%. Most data expressed
as numeric values are likely to be “facts” that are in the public domain B%. Thus, even if copyright exists
at an organizational level, numeric values can be copied and reused without any copyright restrictions
134, Separate copyright can arise in the manner that data are selected and arranged (e.g. organization of
Excel spreadsheet if researcher exercised discretion in selecting field names and arranging their order
but copyright is limited to this layer of the dataset; no infringement of copyright if secondary researcher
republished data with renamed and reorganized fields in spreadsheet) 4. Annotations, visualizations and
other forms of metadata can receive separate copyright protection if sufficiently original 4. If we use the
principle of “discretionary decisions about expression”, then copyright applies. Copyright then becomes

an issue for the user seeking to reuse these forms of original expression.

There can be users’ rights expressed as exceptions to copyright or limits to copyright owner’s rights. In the
UK, Canada and other Commonwealth countries, the law conducts a fair dealing analysis to determine ex-
ceptions to copyright: (1) determine whether the use fits within one of a list of categorically eligible types
of use (e.g. using copyrighted work for noncommercial research or private study or criticism or review,
which are examples of categorically acceptable uses); (2) balance similar considerations about purpose of
use, extent of work used and effect of use on copyright owner B4. By contrast, in the US, Israel and other
non-Commonwealth countries, the fair use doctrine is applied by courts, which “considers [the] nature

and purpose of use, how much authorship is in the source work, how much of author’s expression has
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been taken in the use, and whether the use has an adverse effect on copyright owner’s ability to econom-
ically exploit the work” 4. Some countries provide some level of moral rights in authorship, which are
personal to author and cannot be transferred 4. These moral rights include that authors have the right to
be attributed; and authors have the right to not be attributed if they no longer wish to be associated with

the work.

In recognition of the growing data deluge and its inherent opportunities, the “UK law recently amended its
copyright to explicitly permit researchers to content mine the research literature because its Parliament
was uncertain whether the existing limitations and exceptions would permit the copying necessary to
engage in content mining” ¥, As stated earlier, in Europe, Mexico and South Korea, a Sui Generis Database
right was created for databases created or maintained in these borders and if the use of these databases
take place in these borders B%. These special rights apply to any database that requires a “substantial
investment” to assemble or maintain the database; so the investment must be in obtaining the data not
creating the data B*. This special database right is limited to recognizing the required investments in
obtaining data (not in creating data) 4. This copyright lasts 15 years *¥. These protections are against
extraction or reutilization of substantial parts of a protected database and frequent extraction of insub-

stantial parts of a protected database **. Non-commercial research is not subject to this database right .

Usually the person who creates or generates the IP is the initial owner of these rights 4. When the creator
is an employee, rights holding is more complicated and national variation reemerges as an issue B*. All IP
rights are transferable (except moral rights in copyright), so the initial owner may not necessarily be the
rights holder B%. Employers generally own trade secrets developed by employees within the scope of em-
ployment B%. In the absence of agreement or policy, student or independent researchers would own any
trade secret rights associated with their data B*. Sponsored research agreements and university or hos-
pital IP policies generally establish rules of ownership and disclosure for trade secrets *. Because of the
secret nature of trade secrets, there is no activity required to create it other than the reasonable measures
to keep secret. Copyright is initially owned by author(s) of the copyrighted work; the author made creative
or editorial decisions about how to express the underlying facts and ideas *. “If there is a copyright layer

to a dataset or database, the owner(s) of the copyright(s) associated with this layer would be the one(s)
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who chose how to organize, arrange, annotate, or visualize the data rather than the one(s) involved in its
generation or collection *.” The Sui Generis Database rights are held by the person or entity that makes
substantial investment in collecting data from other sources or maintaining database; so, the rights fall to

data aggregators and repositories, not individual researchers, teams, organizations or NFPs B34,

Contracts, licenses and agreements represent a crucial tool for IP rights holders to disclose and share the
data protected by (or connected to) their IP rights under terms that meet their rights and obligations,
including IP rights and privacy policies. Owners of rights can grant permission for reuse through a non-ex-
clusive license B%. Or, owners can enter into exclusive licenses with secondary users where they give up
the rights to use the IP usually in return for compensation *¥. If the data elements being shared are largely
uncopyrightable, then an agreement may not be necessary. But, agreements are important tools in data
governance to ensure all rights are met and followed. A crucial example of this is in Table 5, which contains

the terms of the copyright license for data shared by Statistics Canada.

2.3 GOVERNANCE ISSUES

Privacy laws are just one area of law that governs the use of information collected by organizations. An-
other crucial governance tactic relates to data governance and research ethics. Data governance relates
to overall management of data, its collection, use, storage and the like. Responsible data stewardship re-
quires a clear and appropriate data governance plan. However, there is no set piece of legislation that sets
out the rules and laws for obligations around data governance. It falls within the previously discussed
privacy legislation, as well as other important normative tactics such as research ethics. Secondary use of
personal health information for research purposes is governed by the HIA; and institutional REBs are rec-
ognized by law as the entities that determine whether such research can proceed. REBs thus have become
legal instruments around the governance of secondary data use. This section will cover research ethics
boards, while the broadest topic of data governance will populate the subsequent section on the ethical

analysis. Ethics builds upon the law, but remains distinct from it.

2.3.1 RESEARCH ETHICS BOARDS
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The Tri-Council Policy Statement on Research with Human Subjects (TCPS2) is a crucial research policy
guidelines in Canada, and it demarcates what is allowed in research with human subjects (whether as in-
dividuals, groups, parts of individuals, or information about individuals) #°. REBs are defined in the TCPS2
as “a body of researchers, community members, and others with specific expertise (e.g. in ethics, in rele-
vant research disciplines) established by an institution to review the ethical acceptability of all research

involving humans conducted within the institution’s jurisdiction or under its auspices” 3.

In Alberta, there are three REBs designated under the HIA in Alberta, each with a few sub-committees
to focus on areas of specialization. First, there is the Conjoint Health Research Ethics Board (CHREB) of
the University of Calgary, which reviews applications from Researchers affiliated with the University of
Calgary faculties of Kinesiology, Medicine and Nursing. Second, the Health Research Ethics Board (HREB)
of the University of Alberta, administers the ethics review process for all faculty, staff and students of
the University of Alberta health sciences faculties, Alberta Health Services (in Northern Alberta includ-
ing Edmonton), and Covenant Health. There are four sub-committees of the HREB, which generally focus
on qualitative research, interventional research, non-invasive health research, and invasive biomedical
research. Finally, there is the Health Research Ethics Board of Alberta (HREBA), which is housed at the
provincial research funder Alberta Innovates, which consists of three sub-committees: Cancer Committee
(HREBA-CC), Clinical Trials Committee (HREBA-CTC), and Community Health Committee (HREBA-CHC).
The HREBA-CHC is a multi-disciplinary committee with members from both rural and urban Alberta that
provides scientific and ethical review of health research proposed to be conducted in communities across

Alberta.

When an individual or organization falls under the purview of an REB, REB review and approval is re-
quired before research commences when (1) research involves living human participants, or (2) research
involves human biological materials (including human embryos, fetuses, fetal tissue, reproductive materi-
als and stem cells) whether from living or deceased individuals (TCPS Article 2.1). The term “involves” is
more broadly interpreted than the restrictive “about” that triggers privacy law scrutiny. The bar will not
be as high for REB approval as say PIPA or FOIP applicability. Applicants to REBs must complete ethics ap-

plications which include detailed descriptions of the research, of adherence to TCPS2 requirements, and
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of the research protocol. REBs review these applications and make determinations on whether research
should be permitted to proceed, if modifications are required before REB permission is granted, or if re-

search cannot proceed without significant changes requiring a new application.

Failure to comply with the REB process or decisions (i.e. to conduct research without appropriate REB
approval) would lead to an institution’s loss (not just that of the infringing research group) of all funding
from the three national Tri-Council public research funders: the Canadian Institutes of Health Research,
the Social Sciences and Humanities Research Council, and the Natural Sciences and Engineering Research

Council. This heavy sanction promotes a community of compliance with the TCPS2.

L. . . The applicability of the TCPS2 and REB re-
Activity in question must be

research to require REB scrutiny
before conduct.

view process to an NFP engaging in second-
ary data use is influenced by several points.
First, if any of the parties involved in the data
sharing enterprise have affiliations that fall under any of the three Albertan REBs, then the REB process
may be triggered. For example, if a university-affiliated researcher is involved in the NFP’s plans to collect,
use or disclose personal information (or even aggregate or non-identified personal information), then the
conversation should be had to examine whether REB approval is necessary. Generally, northern-Alberta
university affiliates fall to the HREB; southern-Alberta university affiliates fall to the CHREB; and, cancer
researchers, clinical trial researchers, and community-organization researchers fall to HREBA. Other fac-
tors may exempt a researcher from REB approval, but affiliation is an important trigger to liability that
must be fully considered at the start. Second, the activity in question must be research to require REB
scrutiny before conduct; other activities, which could be called quality assurance, program evaluation, or
business intelligence, that involve collection, examination and analysis of information do not require REB
approval. In the subsequent section, I provide more detail on the distinctions between research attracting

REB review and quality-assurance-like activities that do not attract such review and attention.

2.3.2. RESEARCH VS. QUALITY ASSURANCE

The CHREB looks closely at the TCPS2 to ascertain the limits of the definition of research: “where “re-
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search” is defined as an undertaking intended to extend knowledge through a disciplined inquiry or sys-
tematic investigation. This includes pilot studies (Article 6.11). The term “disciplined inquiry” refers to
an inquiry that is conducted with the expectation that the method, results, and conclusions will be able to
withstand the scrutiny of the relevant research community” ¢, Quality assurance work does not require
REB approval as long as “you are a legal custodian of any personal health information that will be used
in the project or already have specific consent from the patients to access their information.” These ex-
empt activities are listed in Article 2.5 of the TCPS2 to “include quality improvement, program evaluation

initiatives, performance reviews, which are

Research involving human partic-
ipants that requires ethics review
to is “an effort to produce new,
generalizable knowledge”

understood to be those things relating to the
assessment, management or improvement
of a local program” B°. Under the HIA, REB
mandates relate to personal health informa-
tion, and not all personal information. If one wants their quality assurance work to be considered research
(e.g. for funding purposes) under the HIA (s. 27(2)), then the organization or individual must apply to the
REB B¢, The CHREB considers research involving human participants that requires ethics review to be “an
effort to produce new, generalizable knowledge” B°. Where a competitive grant is involved, the project is
research that requires REB approval (even if the granting agency is not a Tri-Council funder) ¢. On the
other hand, quality assurance or quality improvement work can be a published work; so striving for, or
achieving, publication on its own will not require REB approval. In cases where a quality assurance, or
similar, project has changed focused into research, then it must stop and apply for REB approval: no retro-

active REB approval is possible ¢,

The HREBA-CHC and Alberta Innovates have spurred an initiative entitled ARECCI: A pRoject Ethics Com-
munity Consensus Initiative B7!. This initiative has developed a tool and recommendations to support in-
tegration of ethics considerations across a range of knowledge-generating health projects, including re-
search, quality improvement, quality assurance, and program evaluation *7.. The goal has been to promote
confidence in assessing and managing risks to participants in any knowledge-generating project. ARECCI

aims to assist those pursuing knowledge-generating health projects by determining appropriate level of
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ethics review, which includes assessing the level of risk to participants and researchers 7.

The Dalhousie University REB has provided a definitive and highly respected table to also assist in distin-
guishing research from quality assurance and program evaluation (which I will collectively term quality
improvement (QI)) 38, If there is a dual purpose to data collection (both research and QI) and if QI is first,
then research use would be a secondary use of data (different purpose than original collection) and one
would need REB approval for that secondary use 8, The Dalhousie table compares research from QI, and
considers several factors including: facets and role of hypothesis, aims, audience, theory, transferability/
generalizability, participant burden, data collection, presumption of risks and benefits, recruitment tac-

tics, “study” compared to regular services, and response to the question ‘would this be done anyways?’ 18],

When a study test or question is clearly stated and grounded in theory and existing literature, it is research;
meanwhile, QI relates to existing practice or aimed at program innovation or how a program is working
138, When the primary purpose is to publish results through scientific publication to expand knowledge,
then it is research; meanwhile, QI aims to gain information to improve practice or service delivery in
particular location 8. When the primary audience is scholars, practitioners, and organizations beyond
immediate affiliation, then it is research; meanwhile, QI audiences are the organization or system being
assessed 8. When generalizability is a clear intention, then it is research; meanwhile, QI is not intended

to be generalizable with results focused mainly on specific services or processes, but QI may eventually

Dalhousie University REB has provided a definitive and highly
respected table to also assist in distinguishing research from
quality assurance and program.

be shared descriptively as experience for learning 8. When the role of theory is high such that the goal
of research is to develop or test theory, then it is research; meanwhile, QI study goals are not focused on

theory, although there may be a small role for evaluation or improvement of a program with theory assist-
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] ] ing in designing the study *¥. When the
Projects that do not involve health

information and do not have any af-
filiation to a university fall into a gap
wherein no provincial REB is directly
responsible.

additional burdens on participants are
present such that participation must be
voluntary because additional activities
are required, then it is research; mean-
while, QI often involves less such bur-
dens on participants such that participants continue to engage in routine care 8. When data collection
is novel compared to the usual project (although secondary data analysis is research), then it is research;
meanwhile, QI data collection is typically not beyond what data is already routinely collected, although
some extra data could be collected for internal or external reporting 8. When the assumption of benefit
does not exist because research assumes no benefits, then it is research; meanwhile QI often presumes
programs to be effective or beneficial *®l. When the likely beneficiaries are no one or similar individuals
in the future once knowledge attained and translated, then it is research; meanwhile, QI aim to benefit
participants and the local setting *81. When participants are from multiple sites and/or use control groups,
then it is research; meanwhile, QI involves participants from the practice setting being evaluated 8. If re-
sults would not apply to anywhere else, then the project would not continue as research as research seeks
to produce results that would apply more broadly; meanwhile, the QI project would continue as it aims to

use information to improve or evaluate that setting 3%,

Ultimately, the necessity of REB approval for NFPs projects would need to be determined on a case-by-
case basis, accordingly to the facets and factors listed above. Unless a university-affiliated researcher is
involved in the project, it would be likely that health-related NFP research projects would need to go to
HREBA-CHC for approval. NFP projects that do not involve health information and do not have any affili-
ation to a university fall into a gap wherein no provincial REB is directly responsible. The goals, methods,
activities, information involved, and organizations involved in any data-driven, secondary use opportunity
involving personal information originally collected an NFP would inform the discussion as to whether REB
approval is required. In cases of uncertainty or clear gap, it would be best practice to either partner with

a university-affiliated researcher and utilize their REB, or go to ARECCI and request a review. Also, at the
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NFP’s that aim to mobilize the data at their disposal should
do so with a clear understanding of their legal obligations
and legally informed best practices.

start of a larger- or broader- scale secondary use opportunity (e.g. involving more than one NFP, and/or
involving a long-term data mobilization vision), consultation with ARECCI would be prudent as it, along
with compliance with provincial privacy laws, would ensure a strong, legal foundation for the opportunity

and would promote public trust in the NFPs as well as their data-mobilizing tactics.
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3. CURRENT OR BEST DATA GOVERNANCE PRACTICES

If one sticks to the letter of the law, there may be many circumstances in which an NFP is not governed by
any privacy legislation in its activities, and thus the identifying information provided to it by individuals or
the public would be available to them to do so as they please. This capacity to use data can be quite power-
ful, in many different ways. The data can act as an asset and resource that the NFP could mobilize to better
its services and better meet its aims and objectives. In a world where data is considered an innovation and
asset, and where many commercial entities especially in social media harvest the data provided to them
and leverage it for profit, the public generally and individuals alone are becoming increasingly concerned
about their information, who has access to it, and what people are doing with it. The fine balance between
privacy and utility is something that all data purveyors have had to contend with for many, many years -

even before the invention of many of today’s

There is a vulnerability of data sub- | o
jetcs which creates new risks with popular social media site.
SieZing data Opportunities. NFPs that aim to mobilize the data at their
disposal, should do so with a clear under-
standing of their legal obligations and legally-informed best practices. The above legal analysis aimed to
clarify those current obligations and practices. This section further elaborates on data governance best
practices by providing information on thoughtful, rigourous approaches to data governance and man-
agement in the NFP sector. Canadian and international examples are provided; the latter because of the
soundness and rigour of the approach to developing such guidance. After detailing the responsible data
approach that was derived from a review of several humanitarian organizations’ data policies, specific

organizational approaches will be introduced to detail the breadth of options and issues to consider for

NFPs in determining their data governance approach.
3.1 OVERVIEW OF THE RESPONSIBLE DATA APPROACH

In 2016, a comparative review of data governance approaches was conducted within the humanitarian

context 9. This review particularly considered seven United Nations agencies, seven international organi-
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zations, two governmental agencies, and one research institution 9. The authors argued that “...to create
an adequate level of trust and ensure the effectiveness of data-driven innovations across the humanitar-
ian sector, data policies, guidelines and implementation safeguards need to be developed and rigorously
tested” % In humanitarian spaces, as well as for most NFPs, there is a vulnerability of data subjects which

creates new risks with seizing data opportunities .

Organizational data policies can generally focus on the impact of data use, or on responsible use of data
to protect data subjects and their rights, prevent liability risk and harm, or ideally both 9. Although lack-
ing from the reviewed organizational data policies, data policies with value and impact indicators were
recommended B°. These measures would allow organizations to determine whether data use was justi-
fied based on the intended deliverables, and fosters appropriate, longitudinal risk assessment, especially

when sensitive data is accessed 3.

A data audit system is also recommended in the data governance framework. Data handling must be de-
scribed to determine risks and to better enforce organizations and users that thoughtfully justify their
access and use of data 9. Development of the audit system allows the organization to determine what
data are needed to meet goals or solve problems. Implementation of the data audit system primarily aims
to prevent the collection, use or disclosure of data that is unnecessary or nefarious, which increase risks to
data subjects and organizations. Data auditing could be via stipulated guidelines (e.g. level of anonymiza-

tion) or via a data custodian, controller, or auditing body with oversight and accountability responsibility

[39]

Risk assessment and mitigation strategies comprise another important component to a data governance
policy . Risk assessment fosters the promotion of proportionality between risks and benefits #°. The
available risk assessment strategies in data policies range in likely effectiveness and burden °. The least
burdensome, but likely least effective, assessment strategies involve statements of the importance of con-
sidering risk in data-related activities . Slightly more burdensome and likely more effective strategies
would reference particular risk assessment tools . Finally, the most burdensome and likely most effec-

tive risk assessment strategy would incorporate and mandate the use of concrete risk assessment tools 91,
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Similarly, risk mitigation strategies range in possibilities: prohibitions on types of data use; preventing
and limiting data access; security safeguards to avoid unsanctioned data violations; consent require-
ments; and, the promotion of appropriate data management % Risk mitigation can be at both the orga-
nizational and technical level #%. Further technical procedures to mitigate risks include physical security,
access control, data classification, security and encryption #°. Further organizational procedures in data
governance include standard operating procedures; ensuring legal requirements such as reasonable pur-
pose and consent are met; data sharing protocols; and governance mechanisms °. Organizations must
also include specific measures for protecting privacy of data subjects using technology and agreements to
protect against surveillance, inappropriate aggregation, exclusion, confidentiality breaches, inappropriate
accessibility, unsanctioned identification of individuals or groups, unapproved secondary use of data, and

avoiding data duplication .

Data policies should include recognition of the Fair Information Principles and the laws that cover the
NFP’s jurisdiction 9. This recognition promotes the definite consideration of legal requirements in the

policy and ensures best practices are grounded in community standards set by law 3.

Policies and rules are only as effective as the compliance to them. Data policies should, thus, also contem-
plate and include mechanisms for monitoring adherence to the policy #%. Monitoring, like other strategies,
can include one or more different facets. The policy should describe these facets. There could be technical
monitoring in the database systems as part of the audit system; there could be periodic reports provided
to the organizational leaders on data use metrics and any potential risks to data or subjects; and, there
could be surprise assessments of the data access process in the line of “secret shoppers” to ensure com-
pliance with policies. Monitoring compliance can root out problems as well as demonstrate successes in

data governance and data use.

Another facet to data policies where data is collected directly from subjects includes provisions on dispute
resolution and data withdrawal °. Data policies should consider the process that will be triggered if data
subjects wish to withdraw their data from the organization, either entirely or for secondary data use.

This process should include how data subjects will be informed of this policy; how they may make their
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preferences known; the implications for previously-collected and to-be-collected data; and, the organi-
zational process to effect this preference. Dispute resolution may be another area to be addressed in the
data policy. As described in Albertan privacy law, designation of a privacy or data officer would introduce a
point of contact for organizations to deal with disputes. Similarly, the data access protocols should include

processes when potential data secondary users wish to dispute access decisions.

The format of the data governance policy is itself quite critical. Enumerating the tasks and responsibilities
for enacting the policy and monitoring it are critical ®?. When all actors possess clear roles, it prevents
duplication and promotes implementation . Also, in drafting the data policy, tradeoffs must be consid-
ered . Greater detail brings clarity, but risks inapplicability to novel circumstances; so, a balance must
be found between detail and vagueness . Simplicity is in tension with complexity: the former promotes
readability and compliance, but leaves room for questions and possibly divergent policy implementations
1391, Generally, leaning towards greater elaboration of the strategies and values of the policy, in a step-by-

step format, promotes understanding, and thus increases the likelihood of implementation 91,

3.2 SPECIFIC ORGANIZATIONAL APPROACHES TO DATA GOVERNANCE

Data governance best practices for NFPs is a novel point of discussion. Many organizations work individ-
ually, rather than collectively, to determine their approach to data stewardship and governance to balance
privacy protection with organizational and sector utility. The diversity and commonality of these organi-
zations’ approaches would be informative to the diverse NFP sector, where organizations vary on resourc-
es, data capacity, and data interests. Ideally, organizations will consider the following four examples and
the entirety of this report to determine the best, most feasible, approach to data governance as they move

forward in seizing data-driven opportunities.

First, Medicins Sans Frontieres (MSF) is a humanitarian, non-governmental organization that adopted a
data sharing policy for routinely collected clinical and research data in 2012 %l The aim of this policy was
to ethically promote the sharing of MSEF, and ideally other humanitarian and non-governmental organiza-
tions’, data with public health researchers for the benefit of the populations that they work with ®%, The

precursor to this policy was a public, institutional repository of MSF research publications in the context
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of scientific journals prioritizing open access to data [*°l. Before this policy was instituted in 2012, MSF
used a case-by-case approach to share their data .. This policy was developed in consultation with the
MSF’s own independent Ethics Review Board. Thus, an REB is available to MSF in policy development and

in oversight of policy compliance.

Qualified is further defined as having authored relevant
peer-reviewed articles and still working in the relevant specialty.

Briefly, the MSF data sharing policy consists of a statement of vision and principles, and then elaborates
the data access process . The vision and principles describe the MSF mandate to promote health data
sharing, to accrue social benefit in opening up access to data, to move MSF towards greater online data
collection, and to prioritize safeguards of patients so that no patients or communities are harmed in the
facilitation of data sharing *%. With the overriding objective to not do harm, the policy mandates that
sharing should not occur simply for the sake of sharing, but rather when there is the potential for greater

health benefits for populations *,

The policy begins by defining the data at issue: all health data generated in MSF programs or sites where
MSEF is the data custodian %, This data includes data from patient records, surveys, health information
systems, research, and human biological material . The data access process is then the focus of the data
sharing policy. Those who can apply for data access include any appropriately qualified researchers from
academia, charitable organizations, and private companies . Qualified is further defined as having au-
thored relevant peer-reviewed articles and still working in the relevant specialty . Preference is given
to researchers from the countries or communities where MSF works, and especially where the datasets

originated 1.

While the policy plans for eventual open access data repositories, managed data access is the policy de-
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fault . The procedure for managed access is planned to be proportionate to the risks associated with
the data, to avoid undue delay or restrict access . The managed access process includes applications to
facilitate assessment of researcher qualifications; consideration of consent issues; and appraisal of scien-
tific merit, potential benefits and risks. The MSF Ethics Review Board must review the applications when
the data includes either (a) identifiable data and/or human samples, even when consent was obtained at
original data collection; or (b) non-identifiable research data for purposes outside the original consent
agreements . For (b), MSF must then attempt to return to study participants to expand their original
consent, or if that is not possible, MSF must secure the consent of the community where the study took
place . This multi-pronged approach to ethics review and consent appears to be MSF’s attempt to en-
sure valuable previously-collected data is not lost to data sharing while also being respectful of participant

and community vulnerability and trust in MSE.

The policy maintains that data sharing must be a cost-neutral exercise, such that data recipients are re-
quired to cover all the costs of retrieving, processing and dispatching MSF datasets *?l. Cost exceptions
could be possible when data recipients demonstrate insufficient funds . This data sharing policy does
not deal with all issues of data governance, but rather establishes a strong foundation for further discus-
sions on data sharing. This policy sets the stage for the use of standard templates including consent to
support the development of data sharing plans and proposals [*°l. Data policies and approaches must also
consider the need to promote data quality and the protection of data from corruption or obsolete software
01, Data sharing policies must also consider extant agreements that could limit or direct data sharing, such

as contractor agreements with public funding bodies (which also introduce other privacy laws).

Second, another exploration of data governance approaches specifically targeted NFPs [*1. Appropriate
data governance by NFPs should promote the availability of data that is accessible and current to needs;
the usability of data for sound decision-making; the integrity of data that confirms trustworthiness; and
the stewardship of data that protects privacy and complies with legal requirements *!. A data governance
framework could be divided into three key components: people, policy and technology. The people-fo-
cused facets demarcate authority, accountability and roles in the implementation of data governance, as

well as the fostering of a cultural attitude and collaborative environment with respect to data oppor-
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tunities . The policy-focused features delineate how information flow is managed; how data policies
themselves are managed; how issues are resolved; and how data-related communication is realized ™.
The policies guide decision-making and advance rational outcomes ! Finally, the technology-focused
discussion targets management of data quality, compliance monitoring, data business rules, and process
management U, The development of a data governance approach should include team identification, as
well as a lifecycle-style process wherein goals are identified, policies developed, strategies implemented,

progress evaluated, and progress communicated so that the cycle may begin again to consider goals !

Third, another organizational data strategy is that of the Ontario Nonprofit Network [6, 42]. This strategy
aims to foster data-drivenness and data sharing amongst NFPs in Ontario (and beyond) [6, 42]. This type
of policy begins with enumeration of the principles that guide the strategy, including the promotion of
effective data use by NFPs, the assurance of responsible and ethical data collection and access to respect
privacy, recognize vulnerability and promote safety of the data subjects, and the accrual of public benefit

when enabling data access [6, 42].

The succinct data strategy then describes the four components to this strategy: standards, policy, skills
and resources, and leadership [6, 42]. The strategy aims for standardization across Ontario NFPs in the
publication of their data and metadata, to better facilitate secondary data use. The strategy demarcates
the rules and recommended legislation that govern what can be done to the data (or not); that clarify data
ownership and cost allocation amongst NFPs; and that secondary data use must benefit public work. The
strategy considers tactics to build NFP sector capacity in data use and management. Finally, the strategy
aims to foster commitment from leadership at the individual NFP level and at the sector level on investing

time and resources to promote data readiness and data sharing.

And, finally, the Vancouver Foundation has taken a copyright licensing approach to promote secondary
use of its data and outputs “**4, The substantive portion of the policy itself is succinct: the foundation
itself and all grantees must share materials and knowledge via open license under the Creative Commons
Open Licenses 344, This directive is accompanied by a vision statement and policy development history.

The Vancouver Foundation intends to promote “sector-wide, intentional sharing of socially innovative
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ideas, information and resources among our peers and the public” 3. Stakeholder consultation and legal
analyses were solicited in policy formation 3. Provisos to the open licensing policy are also elaborated
therein including the mandate to not do harm with open access and the recognition of privacy protection,

charities’ financial viability, and the need to protect traditional and cultural rights 31,
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4. CONCLUSIONS

This paper has aimed to provide NFPs in Alberta with an understanding of their legal and governance
obligations when considering the secondary use of data that they collect or that they would like to reuse.
These findings demonstrate that the law has somewhat limited direct imperatives for NFPs to follow, but
this does not mean that NFPs can do as they wish with the data that they collect. Best practices can be de-
rived from the clear legal obligations of other more-regulated sectors, including private sector businesses,
public bodies, and health information custodians, as well as from the industry standard best practices

from the NFP sector itself.

Data governance and privacy protection represent the two key considerations for NFPs when contemplat-
ing the collection, use and disclosure of identifying information, for the purposes of service delivery and
possibly secondary use. Privacy laws worldwide are based on the fair information principles, which can
be distilled to some key messages: (a) use the minimal information necessary to complete your task; (b)
have consent whenever possible for that use; (c) have administrative, technical and physical safeguards to
protect the information; and (d) individuals possess the right to access information about themselves and
to request corrections of it. Similarly, the trifecta of purpose, reasonableness and minimal extent appear

throughout the allowances made by privacy laws in Alberta.

When looking for the exact applicable legislation, a flexible order of importance of privacy laws in Alberta

is available:
1) If health information at issue, HIA applies.

2) If personal information at issue (but not health information) and a public body is involved

(whether actual or via contracted affiliate), then FOIP applies.

3) If personal information at issue (but not health information) and a private-sector organization

is involved, then PIPA applies.

a. When there are cross-border transactions, PIPEDA applies to the cross-border transactions
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while PIPA applies to the intraprovincial activities.

b. If the private-sector organization is duly incorporated as a NFP and it was involved in activities
of a commercial nature, then PIPA applies to those information-related activities during the

commercial activity.

c. If the private-sector organization is duly incorporated as a NFP and it was not involved in any

activities of a commercial nature, then PIPA does not apply.

Once the relevant legal obligations are determined, NFPs must then consider current and best practic-
es to data governance. NFP clientele place great trust in their organizations when seeking services and
supports. That trust could be severely damaged or lost, if there were privacy breaches or risks of harms
because NFPs did not consider client preferences and protections in their use and disclosure of the data.
NFPs should develop a data policy that details the goals, vision, activities, and responsibilities the NFP
and its staff undertake when collecting, using and disclosing identifying information. These policies vary

between NFPs, based on sectors, services, data types, resources and capacities.

Intellectual property laws and privacy laws represent distinct pathways towards data sharing. Copyright
licensing represent a valid avenue to make data available, but if blanket policies they may not provide the
individual protections necessary when identifying information is at issue. Privacy laws offer guidelines to
how to reasonably, and thus equally, balance the individual’s right to privacy to the organization’s need to
use the data that they have. One should not give way to other. In this way, secondary data use when aimed
at improving service delivery or outcomes within the NFP sector and its client population, respectively,

can be realized without sacrificing individual privacy and organizational trust.

NFPs currently fall into several legislative gaps with respect to secondary use of data including identifying
information. For example, privacy laws do not apply to duly incorporated NFPs carrying out non-com-
mercial activities, and research ethics boards are not obliged to review the planned secondary uses of
data by NFPs if there is neither university affiliation nor health information involved. Nevertheless, best

practices around data governance and privacy protection abound. Societal expectations, ethical practices,
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and conservative business approaches all demand that NFPs approach the use and disclosure of data from
a legal and governance perspective. Such a perspective demands the development of a data and privacy
policy. Such a policy should be formatted to include a vision statement that clearly links to recognized
legal requirements and international Fair Information principles, and which details the NFP’s expecta-
tions around the goals of data sharing and the tensions to balance. The content of the policy should then
describe the safeguards in place, the access processes required for secondary use, and the monitoring
processes for compliance. Prioritization of consent, “need to know” directives, and reasonableness would
promote compliance with privacy laws. Roles and tasks could be enumerated to promote effective imple-

mentation.
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